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Detailed Action 
Preliminary Amendment 

1 . This Office Action is in response to applicant's communication filed 3/22/2005. 
The Applicant's preliminary amendments to the claims and/or the specification were 
considered with the results that follow. 

Claims 1-28 have been presented for examination in this application. In view of 
the amendment filed, claims 3-22, and 26-28 have been amended and no claims have 
been canceled or added. As a result, claims 1-28 are now pending in this application. 

Claim Rejections - 35 USC § 101 

2. 35 U.S. C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

Claims 1-21 and 28 are rejected under 35 U.S.C. 101 because the claimed 
invention is directed to non-statutory subject matter. 

Claims 1-21 and 28 lack the necessary physical articles or objects to constitute a 
machine or manufacture within the meaning of 35 USC 101. Applicant has disclosed 
that the invention is simply a collection of data, claim 1, line 1. As such, they fail to fall 
within a statutory category. They are descriptive material per se. Descriptive material 

can be characterized as either "functional" or "nonfunctional." Both types of descriptive 

i 

material are nonstatutory when claimed as descriptive material per se, 33 F. 3d 1360, 
31 USPQ2dat 1759. 
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Drawings 

3. The drawings are objected to because the drawings do not contain appropriate 
labels. The lack of labels leaves the drawings vague and difficult to comprehend. 
Corrected drawing sheets in compliance with 37 CFR 1.121(d) are required in reply to 
the Office action to avoid abandonment of the application. Any amended replacement 
drawing sheet should include all of the figures appearing on the immediate prior version 
of the sheet, even if only one figure is being amended. The figure or figure number of an 
amended drawing should not be labeled as "amended." If a drawing figure is to be 
canceled, the appropriate figure must be removed from the replacement sheet, and 
where necessary, the remaining figures must be renumbered and appropriate changes 
made to the brief description of the several views of the drawings for consistency. 
Additional replacement sheets may be necessary to show the renumbering of the 
remaining figures. Each drawing sheet submitted after the filing date of an application 
must be labeled in the top margin as either "Replacement Sheet" or "New Sheet" 
pursuant to 37 CFR 1.121(d). If the changes are not accepted by the examiner, the 
applicant will be notified and informed of any required corrective action in the next Office 
action. The objection to the drawings will not be held in abeyance. 
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Claim Rejections - 35 USC § 102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

5. Claims 1-2, 4-8, 10-19, 21- are rejected under 35 U.S.C. 102(e) as being 
anticipated by Lindholm et al, US Pub. Date 2004/0019801, herein after referred to as 
Lindholm. 

As to claim 1, Lindholm teaches copy protected digital data comprising 

• "a passive part (2) comprising content (1 ) to be protected in encrypted form" at 
paragraph [0033], lines 1-17, paragraph [0036], lines 11-18 and paragraph 
[0040], lines 1-10 

( Lindholm teaches DRM protected content ) 

• "an active part (3) comprising information (4) how to decrypt the content (1 ) 
comprised in the passive part (2)" at paragraph [0038], lines 1-12 

• "and a hidden part (6); wherein the active part (3) and the corresponding passive 
part (2) constitute an active content (8) and the hidden part (6) is allocated to the 
active content (8) and/or the active part (3) of the active content (8) and/or the 
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passive part (2) of the active content (8)" at paragraph [0036], lines 11-18, 

paragraph [0038], lines 1-12, paragraph [0040], lines 1-10 

( Lindholm teaches a ticket, a DRM module, and DRM protected content, 

interpreted as a comprising the functionality of an active, hidden and passive 

part) 

• "the hidden part (6) comprising information (7) about properties of the respective 
active content (8) and/or respective active part (3) and/or the respective passive 
part (2)" at paragraph [0036], lines 11-18 

( Lindholm teaches a DRM module interpreted as a hidden part ) 

• "characterized in that the active part (2) of the active content (8) additionally 
comprises rules (5) to allow and/or forbid decryption of the content (1) comprised 
in the passive part (2) of the active content (8) based on the information (7) 
comprised in the hidden part (6)" at paragraph [0033], lines 1-17, and paragraph 
[0040], lines 1-10 

( Lindholm teaches a DRM module granting access, based on an issued ticket, for 
decryption using a decryption key ) 

As to claim 2, Lindholm teaches copy protected digital data according to claim i , 
characterised in that "the active part (3) is adapted to read out the information (7) 
comprised in the respective hidden part (6), compare said information (7) with the rules 
(5) and perform or deny decryption of the content (1) comprised in the passive part (2) 
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based on a comparison result" at paragraph [0033], lines 1-17 and paragraph [0038], 
lines 1-12 

( Lindholm teaches a DRM module granting access, based on an issued ticket, for 
decryption using a decryption key ) 

As to claim 4, Lindholm teaches copy protected digital data according to claim 1 , 
characterised in that "the active part (3) further comprises information (4') how to 
encrypt decrypted content (1')" at paragraph [0033], lines 1-17 and paragraph [0038], 
lines 1-12 

( Lindholm teaches a DRM module granting access, based on an issued ticket, for 
decryption using a decryption key ) 

As to claim 5, Lindholm teaches copy protected digital data according to claim 1 , 
characterised in that "the active part (3) is further adapted to perform decoding and/or 
reproduction of decrypted content (1') after decryption of the content (1) comprised in 
the passive part (2)" at paragraph [0042], lines 1-14 
( Lindholm teaches a DRM module that can re-encrypt the DRM content ) 

As to claim 6, Lindholm teaches copy protected digital data according to claim 1 , 
characterised in that "the active part (3) is adapted to completely load and delete the 
passive part (2), to decrypt and reproduce the content (1 ) comprised in the loaded 
passive part (2), to encrypt the decrypted content (1') after reproduction and to store the 
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encrypted content (1) into a new passive part (2*)" at paragraph [0040], lines 1-10 and 
paragraph [0042], lines 1-14 

( Lindholm teaches a DRM module that can load and re-encrvpt the DRM content for 
further distribution. The DRM content is obtained and stored, and therefore, it would be 
commonly known in the art to delete the stored content before re-encrvptina it ) 

As to claim 7, Lindholm teaches copy protected digital data according to claim 6, 
characterised in that "the active part (3) is adapted to perform loading, deletion, 
decryption, encryption and storing of the content (1) comprised in the passive part (2) in 
real time during reproduction of the content (1) comprised in the passive part (2)" at 
paragraph [0040], lines 1-10 and paragraph [0042], lines 1-14 
( Lindholm teaches a DRM module that can load and re-encrvpt the DRM content for 
further distribution. The DRM content is obtained and stored, and therefore, it would be 
commonly known in the art to delete the stored content before re-encrypting it ) 

As to claim 8, Lindholm teaches copy protected digital data according to claim 6, 
characterised in that "the active part (3) is adapted to store the new passive part (2*) 
together with an adapted active part (3) into a new active content (8*)" at paragraph 
[0040], lines 1-10 and paragraph [0042], lines 1-14 

( Lindholm teaches a DRM module that can load and re-encrvpt the DRM content for 
further distribution. The DRM content is obtained and stored, and therefore, it would be 
commonly known in the art to delete the stored content before re-encrypting it ) 
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As to claim 10, Lindholm teaches copy protected digital data according to claim 
1 , characterised in that "the active part (3) is a tamper resistant software" at paragraph 
[0039], lines 1-19 

( Lindholm teaches a tamper resistant ticket and DRM module ) 

As to claim 11, Lindholm teaches copy protected digital data according to claim 
1 , characterised in that "the rules (5) comprised in the active part (3) comprise 
information (5') how often the content (1) comprised in the passive part (2) is allowed to 
be decrypted and how often the content (1) comprised in the passive part (2) has 
already been decrypted" at paragraph [0041], lines 1-15 

( Lindholm teaches a rights to share content a specific number of times, therefore, the 
number of times the content has been decrypted must be tracked and stored ) 

As to claim 12, Lindholm teaches copy protected digital data according to claim 
1 , characterised in that "the rules (5) comprised in the active part (3) comprise 
information (5") how long the content (1 ) comprised in the passive part (2) is allowed to 
be decrypted" at paragraph [0041], lines 1-15 

( Lindholm teaches a rights to share content a specific number of times ) 



As to claim 13, Lindholm teaches copy protected digital data according to claim 
1 , characterised in that "the rules (5) comprised in the active part (3) comprise 
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information (5"') how often the content (1) comprised in the passive part (2) is allowed to 
be lend and how often the content (1) comprised in the passive part (2) has already 
been lend" at paragraph [0041], lines 1-15 

( Lindholm teaches a rights to share content a specific number of times, therefore, the 
number of times the content has been decrypted must be tracked and stored ) 

As to claim 14, Lindholm teaches copy protected digital data according to claim 
1 , characterised in that "the active content (8) constitutes a data file operable by an 
operating system" at paragraph [0033], lines 1-18 and paragraph [0038], lines 1-12 
( Lindholm teaches a ticket ) 

As to claim 15, Lindholm teaches copy protected digital data according to claim 
1 , characterised in that "the active part (3) is adapted to separate the passive part (2) 
from the active content (8) for decryption of the content (1 ) comprised in the passive 
part (2)" at paragraph [0033], lines 1-17 

( Lindholm teaches decrypting the encrypted DRM content using a ticket ) 

As to claim 16, Lindholm teaches copy protected digital data according to claim 
1 , characterised .in that "the hidden part (6) automatically is allocated to the active 
content (8) and/or the active part (3) of the active content (8) and/or the passive part (2) 
of the active content (8) by an operating system (9)" at paragraph [0036], lines 11-18, 
paragraph [0038], lines 1-12 and paragraph [0039], lines 1-19 
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( Lindholm teaches a DRM module allocated to the DRM content and ticket ) 

As to claim 17, Lindholm teaches copy protected digital data according to claim 
1, characterised in that "the hidden part (6) is stored in a system file (10) of an operating 
system (9)" at paragraph [0036], lines 11-18, paragraph [0038], lines 1-12 and 
paragraph [0039], lines 1-19 

( Lindholm teaches a DRM module on a terminal or server, and it would be commonly 
known to have that DRM module stored in a file system of an operating system ) 

As to claim 18, Lindholm teaches copy protected digital data according to claim 
1 , characterised in that "the hidden part (6) is stored in encrypted form" at paragraph 
[0039], lines 1-19 

( Lindholm teaches a DRM module that must be authenticated by a DRM authority, 
therefore it would be commonly known in the art for the DRM module to be encrypted 
and the DRM authority have the ability to decrypt the DRM module in order to 
authenticate it ) 

As to claim 19, Lindholm teaches copy protected digital data according to claim 
1 , characterised in that "the hidden part (6) further comprises information (7') about the 
location of the active content (8) and/or the active part (3) of the active content (8) 
and/or passive part (2) of the active content (8)" at paragraph [0039], lines 1-19 and 

i 

paragraph [0040], lines 1-10 
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( Lindholm teaches a DRM module that verifies access rights through the use of a stored 
ticket and then allows the download of DRM content ) 

As to claim 21, Lindholm teaches copy protected digital data according to claim 
1 , characterised in that "the encrypted content (1 ) comprised in the passive part (2) is 
digitised audio data and/or digitised video data and/or digitised picture date and/or a 
database and/or a software and/or digitised text" at paragraph [0028], lines 5-8 

As to claim 22, Lindholm teaches "a recording medium (11) or consumer 
electronic device or personal computer comprising copy protected digital data according 
to claim 1" at paragraph [0036], lines 11-18, paragraph [0038], lines 1-12, paragraph 
[0040], lines 1-10 

As to claim 23, Lindholm teaches a method of reproducing a copy protected 
digital data comprising 

• "a passive part (2) comprising content (1) to be protected in encrypted form; an 
active part (3) comprising information (4) how to decrypt the content (1) 
comprised in the passive part (2); and a hidden part (6)" at paragraph [0036], 
lines 11-18, paragraph [0038], lines 1-12, paragraph [0040], lines 1-10 
( Lindholm teaches a ticket, a DRM module, and DRM protected content, 
interpreted as a comprising the functionality of an active, hidden and passive 
part) 
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• "wherein the active part (3) and the corresponding passive part (2) constitute an 
active content (8)" at paragraph [0038], lines 1-12, paragraph [0040], lines 1-10 
( Lindholm teaches a ticket, DRM module and DRM protected content, interpreted 
as a comprising an active content ) 

• "the hidden part (6) is allocated to the active content (8) and/or the active part (3) 
of the active content (8) and/or the passive part (2) of the active content (8)" at 
paragraph [0036], lines 11-18, paragraph [0038], lines 1-12, paragraph [0040], 
lines 1-10 

( Lindholm teaches a ticket, a DRM module, and DRM protected content, where 
the DRM module is allocated to the ticket and DRM content ) 

• "the hidden part (6) comprising information (7) about properties of the respective 
active content (8) and/or respective active part (3) and/or the respective passive 
part (2)" at paragraph [0040], lines 1-10 

( Lindholm teaches a, DRM module that verifies the access rights to DRM 
protected content ) 

• "and the active part (3) of the active content (8) further comprises rules (5) to 
allow and/or forbid decryption of the content (1 ) comprised in the passive part (2) 
of the active content (8) based on the information (7) comprised in the hidden 
part (6)" at paragraph [0033], lines 1-17, paragraph[0038], lines 1-12 and 
paragraph [0040], lines 1-10 

( Lindholm teaches a ticket that contains access rights to DRM protected content ) 
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• "the method comprising the following steps: (S1 ) reading out the information (7) 
comprised in the hidden part (6) of the copy protected digital data; (S2) 
comparing said information (7) with the rules (5) comprised in the corresponding 
active part (3) of the active content (8)" at paragraph [0033], lines 1-17, 
paragraph[0038], lines 1-12 and paragraph [0040], lines 1-10 

f Lindholm teaches a ticket that contains access rights to DRM protected content 
and DRM module and ticket are used to determine access rights ) 
, • "(S3) denying decryption of the content (1) comprised in the passive part (2) of 
the active content (8) if the information (7) read out from the hidden part (6) does 
not comply with the rules (5) and terminating the method" at paragraph [0033], 
lines 1-17, paragraph[0038], lines 1-12 and paragraph [0040], lines 1-10 
( Lindholm teaches a ticket that contains access rights to DRM protected content 
and DRM module and ticket are used to determine decryption rights ) 

• "(S4) loading the encrypted content (1 ) comprised in the passive part (2) of the 
active content (8) if the information (7) read out from the hidden part (6) complies 
with the rules (5); (S5) performing decryption of the encrypted content (1)" at 
paragraph [0033], lines 1-17, paragraph[0038], lines 1-12 and paragraph [0040], 
lines 1-10 

( Lindholm teaches a ticket that contains access rights to DRM protected content 
and DRM module and ticket are used to determine decryption rights ) 



• (S6) reproducing decrypted content (1')" at paragraph [0042], lines 1-14 
( Lindholm teaches reproducing DRM protected encrypted material ) 
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As to claim 24, Lindholm teaches the method according to claim 23, 
characterised in that the method further comprises the steps of "(S7) deleting the 
passive part (2); (S8) encrypting the decrypted content (1') after reproduction; and (S9) 
storing the encrypted content (1) into a new passive part (2*)" at paragraph [0040], lines 
1 -1 0 and paragraph [0042], lines 1-14 

( Lindholm teaches a DRM module that can load and re-encrypt the DRM content for 
further distribution. The DRM content is obtained and stored, and therefore, it would be 
commonly known in the art to delete the stored content before re-encrypting it ) 

As to claim 25, Lindholm teaches the method according to claim 23, 
characterised in that the step "(S6) of reproducing the decrypted content (1'), the step 
(S7) of deleting the passive part (2) and the step (S8) of encrypting the decrypted 
content (1') after reproduction are performed in real time during reproduction of the 
decrypted content (1*)" at paragraph. [0040], lines 1-10 and paragraph [0042], lines 1-14 
( Lindholm teaches a DRM module that can load and re-encrypt the DRM content for 
further distribution. The DRM content is obtained and stored, and therefore, it would be 
commonly known in the art to delete the stored content before re-encrvptino it ) 

As to claim 25, Lindholm teaches "a software product comprising a series of 
state elements which are adapted to be processed by a data processing means such, 
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that a method according to claim 23 may be executed thereon" at paragraph [0036], 
lines 11-18, paragraph [0038], lines 1-12, paragraph [0040], lines 1-10 



Claim Rejections - 35 USC § 103 

6. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

7. Claims 3 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Lindholm in view of Yamada et al, US Patent No. 6144743, herein after referred to as 
Yamada. - 

As per claim 3, Lindholm teaches the system of claim 1 as set forth above as 
well as "an active part (3) of the active content (8) that is adapted to deny decryption of 
the content (1 ) comprised in the passive part (2) of the active content (8) if the 
information (7) comprised in the hidden part (6) does not comply with the rules (5) of the 
active part (3)" at paragraph [0033), lines 1-17 and paragraph [0040], lines 1-10 

The difference between Lindholm and the claimed invention is that Lindholm 
does not explicitly teach the active part (3) of the active content (8) is adapted to 
permanently deny decryption of the content (1) comprised in the passive part (2) of the 
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active content (8) if the information (7) comprised in the hidden part (6) does not comply 
with the rules (5) of the active part (3). 

However, Yamada teaches a similar method wherein the active part (3) of the 
active content (8) is adapted to permanently deny decryption of the content (1) 
comprised in the passive part (2) of the active content (8) if the information (7) 
comprised in the hidden part (6) does not comply with the rules (5) of the active part (3)" 
at column 8, lines 58-65 

( Yamada teaches permanent denial of copy rights ) 

Thus, it would be obvious to one of ordinary skill in the art at the time the 
invention was made to combine Lindholm in view of Yamada's teachings in order to 
permanently secure the rights of certain digital media content. 

8. Claims 9, 20, 26, and 27 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Lindholm in view of Treffers et al, US Pub. No. 2002/0023219, herein 
after referred to as Treffers. 

As per claim 9, Lindholm teaches the system of claim 1 as set forth above. 

The difference between Lindholm and the claimed invention is that Lindholm 
does not explicitly teach wherein the active part (3) is adapted to automatically amend 
itself to build an amended active part (3*) each time decryption and/or encryption of the 
passive part (2) is performed. 
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However, Treffers teaches a similar method wherein "the active part (3) is 
adapted to automatically amend itself to build an amended active part (3*) each time 
decryption and/or encryption of the passive part (2) is performed" at paragraph [0041], 
lines 1-4 and paragraph [0046], lines 15-30 

( Treffers teaches updates the encryption key upon each copy or plav of the DRM 
protected content ) 

Thus, it would be obvious to one of ordinary skill in the art at the time the 
invention was made to combine Lindholm in view of Treffers' teachings in order to allow 
the digital usage rights to update along with the actions of the user. 

As per claim 20, Lindholm teaches the system of claim 1 as set forth above. 

The difference between Lindholm and the claimed invention is that Lindholm 
does not explicitly teach wherein the information (7, 7') comprised in the hidden part (6) 
automatically is changed by an operating system (9) to build an amended hidden part 
(6*) each time the active content (8) and/or the active part (3) of the active content (8) 
and/or the passive part (2) of the active content (8) and/or the content (1 ) comprised in 
the passive part (2) of the active content (8) is read out and/or amended and/or stored. 

However, Treffers teaches a similar method wherein "the information (7, 7*) 
comprised in the hidden part (6) automatically is changed by an operating system (9) to 
build an amended hidden part (6*) each time the active content (8) and/or the active 
part (3) of the active content (8) and/or the passive part (2) of the active content (8) 
and/or the content (1 ) comprised in the passive part (2) of the active content (8) is read 
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out and/or amended and/or stored" at paragraph [0041], lines 1-4 and paragraph [0046], 
lines 15-30 

( Treffers teaches updates the encryption key upon each copy or play of the DRM 
protected content ) 

Thus, it would be obvious to one of ordinary skill in the art at the time the 
invention was made to combine Lindholm in view of Treffers' teachings in order to allow 
the digital usage rights to update along with the actions of the user. 

As per claim 26, Lindholm teaches the system of claim 23 as set forth above. 

The difference between Lindholm and the claimed invention is that Lindholm 
does not explicitly teach the steps (S10) automatically amending the hidden part (6) by 
control of an operating system (9) to built an amended hidden part (6*) each time the 
active content (8) and/or the active part (3) of the active content (8) and/or the passive 
part (2) of the active content (8) and/or the content (1) comprised in the passive part (2; 
2*) of the active content (8) is read and/or amended and/or stored. 

However, Treffers teaches a similar method "(S10) automatically amending the 
hidden part (6) by control of an operating system (9) to built an amended hidden part 
(6*) each time the active content (8) and/or the active part (3) of the active content (8) 
and/or the passive part (2) of the active content (8) and/or the content (1 ) comprised in 
the passive part (2; 2*) of the active content (8) is read and/or amended and/or stored" 
at paragraph [0041], lines 1-4 and paragraph [0046], lines 15-30 
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4 

( Treffers teaches updates the encryption key upon each copy or play of the DRM 
protected content ) 

Thus, it would be obvious to one of ordinary skill in the art at the time the 
invention was made to combine Lindholm in view of Treffers' teachings in order to allow 
the digital usage rights to update along with the actions of the user. 

As per claim 27, Lindholm teaches the system of claim 23 as set forth above. 

The difference between Lindholm and the claimed invention is that Lindholm 
does not explicitly teach the steps (S1 1 ) automatically amending the active part (3) of 
the active content (8) by control of the active part (3) of the active content (8) to build an 
amended active part (3*) each time decryption of the content (1) comprised in the 
passive part (2) is performed. 

However, Treffers teaches a similar method (S11) automatically amending the 
active part (3) of the active content (8) by control of the active part (3) of the active 
content (8) to build an amended active part (3*) each time decryption of the content (1) 
comprised in the passive part (2) is performed" at paragraph [0041], lines 1-4 and 
paragraph [0046], lines 15-30 

( Treffers teaches updates the encryption key upon each copy or play of the DRM 
protected content ) 

Thus, it would be obvious to one of ordinary skill in the art at the time the 
invention was made to combine Lindholm in view of Treffers' teachings in order to allow 
the digital usage rights to update along with the actions of the user. 
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Conclusion 

The following prior are made of record however no relied upon is considered 
pertinent to applicant's disclosure. 

Kahn et al (US Patent No. 7039955), discloses a digital broadcast system which 
uses an authenticator to control access rights. 

Contact Information 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Viresh R. Patel whose telephone number is 571 270 
1630. The examiner can normally be reached on 7:30 AM - 5:00 PM EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Pierre Vital can be reached on 571 272 4215. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 



Application/Control Number: 1 0/528,722 Page 21 

Art Unit: 2169 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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